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Assess & enable cloud usage, ‘Shadow IT FEDERAL RESOURCES
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P — 2019 McAfee Cloud Adoption Risk Report

Get a free assessment of existing cloud usage - sanctioned or not
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Sanctioned
cloud-to-mobile

Sanctioned
cloud-to-cloud D
E& Intune

Regulate cloud-cloud and cloud-device data
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Block upload of
sensitive docs

Can't share
with unapprovi
3d parties

Block all access

Managed /\-/\
User u
n Q Non-
Sanctioned Sanctione
apps cloud to
unsanctioned

mobile

Can't email
sensitive content

-8

iﬁm°"

_@
4]

N

Print docs only
to approved locations

Can't copy to USB
or external HDD Uploads, or
Downloads
Unmanaged

Block Access,

User

\

Enable users to support mission while protecting organizational data




CSPs and SaaS will grow immensely
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|§ Long Tail SaaS
API — CASB Connect
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Enterprise SaaS- API,
Reverse Proxy

SharePoint
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OneDrive

] Office 365
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Google Drive
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One platform with unified \/ Complete coverage:
polices across cloud services » Data at rest
\/ Real time » Data uploaded
» Data downloaded
» Data created in cloud

\/ No new agents » Standard apps
» Certificate pinned apps
@ FedRAMP \/ Integrate custom and

\/ Authorized (High) GOTS apps

First and only in industry

Enable more apps, enable custom apps, protect data in cloud-to-cloud transfers




Ensure coverage for custom/GOTS apps
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CASB ConNNECT API

)

Users (ANY
Device, App)

Data Loss Prevention

Detect sensitive data violating
regulatory policies

UEBA + Activity Monitoring
Create audit Iog and detect compromised
ceounts/insider threats

McAfee

API Connector (JSON)

Collaboration Control Q CASE CONNECT
Proteet against unauthorized sharing of

sensitive data via email or collaboration

0 A framework to rapidly build APl integration
by writing simple JSON connector files

Q Developer platform enabling third party
cloud application providers to build
integration with McAfee MVISION Cloud

0 Who builds APl connectors

O Cloud Service Providers

QO McAfee Engineering

CASB CoNNECT INLINE
(REVERSE PROXY)

—)

Users (ANY

Device,
Browser-only)

a CASB ConNEEeT

O DLP and DRM for Attachments

O Login, File Upload/Download Monitoring

O Access Control

Data Loss Prevention
Detect sensitive data violating
regulatory poliies

Data Protection

Protect documents downloaded

fir exd-ta claud services Using
Tanic ar AP

Q Reverse proxy based framework to support
use cases such as DLP, Activity Monitoring,
and Access Control for ANY Saa$ application
out-of-the-box

UEBA + Activity Mc rllturlng
Create aud log a  compromisad
accountsfineider thre

Contextual Access C
Disable downlzad af corpora
unmanaged desice

Q No development/engineering work required

0 McAfee has to validate and officially certify
the SaaS application before it can be
deployed by customers

Q Test environment required

CUSTOM APPS
(REVERSE PROXY)

McAfee
£} cusTom-APPS

—)

Users (ANY
Device,
Browser-only)

UEBA + Activity Monitoring
Create audi Iog ang detect cor
accountsfinsider thrests

o .

Data Loss Prevention

Detect sersitive data violating

regulatory polcles

Data Prnte:tlon
. P 5

QO Reverse proxy based framework to generate
signatures and activity mappings for any
custom cloud application by using a plug-in
or by running the application under learning
mode

Contextual Access Eonlrol

Q Professional Services team to be involved in
creating the mappings using custom-apps
framework

Q No upfront validation/verification required
from McAfee

ampromisad

Ensuring that custom apps supporting mission can be protected like any other SaaS
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WE AWAIT YOUR FEEDBACK AND
WE’RE READY FOR THE CALL TO ACTION
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