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Secure Public Sector with Gigamon
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Government, Military and Education are Prime Targets

 

 

With hacks and data breaches skyrocketing, the public sector has proven to be a prime target for malicious and covert cyberattacks. Public Sector organizations are challenged with 
protecting critical IT assets, deployed across increasingly complex infrastructures, including physical, virtual and cloud environments.

To address this challenge, these organizations have invested heavily in security, network performance, and analysis tools. However, these tools are only as effective as the traffic that 
reaches them. Too much data can overwhelm tools, whereas too little data could result in “blind spots” or threats missed. The Gigamon Visibility and Analytics Fabric provides reliable 
data access to empower security and network tools in a scalable, vendor agnostic platform. Gigamon ensures tools are optimized, providing greater network security and performance, 
even in today’s most complex network environments.
 

Certifications
Recent certifications Gigamon has earned to best serve the federal, state, local 
and education marketplace include:

• Department of Defense Information Network Approved Products List 
(DODIN APL)

• DISA STIG and IPv6 compliant
• FIPS 140—2 Validated
• NIAP Common Criteria 
• Trade Agreement Act Compliant (TAA)
• NEBS 3 compliant
• Authorized to operate in US Department of Defense’s (DoD) Joint Regional 

Security Stack (JRSS) and many other DoD, intelligence community and civilian 
agency networks

Contracts 
Gigamon works with channel partners to offer our products and services under a variety of 
federal and state government contracting vehicles, including:

• General Services Administration Schedules Program (GSA) Schedule 70
• Continuous Diagnostics and Mitigation (CDM) Approved Products List
• NASA's Solutions for Enterprise-Wide Procurement (SEWP)
• Other federal and state contracts (for a detailed list, visit gigamon.com)

Government Codes 
CAGE: 4XKN9
DUNS: 362737251

The Gigamon Visibility and Analytics Fabric
Architected from the ground up to provide pervasive visibility into all of the traffic 
on the network, the Gigamon Visibility and Analytics Fabric is a single platform 
that provides access, aggregation, transformation and analytic capabilities across 
physical, virtual and cloud environments. In short, we enable our customers to 
run fast, stay secure and meet the challenges and demands facing your agency. 

Gigamon has been awarded over 75 technology patents and enjoys industry-leading 
customer satisfaction with more than 3,500 organizations, including all ten of 
the top federal agencies and 83 percent of the Fortune 100. For the full story on 
how Gigamon can help you, please visit www.gigamon.com.
 

• Continuous traffic visibility across physical, virtual and cloud environments
• Reduce overhead, complexity, and costs associated with security deployments
• Automatically extract traffic intelligence and optimize data flow
• Enable network and security tools to keep up with increasing network speed
• Improve overall network security and performance, regardless of vendor infrastructure
• Send only the required traffic to your tools and drastically improve tool performance and longevity
• Perform adds, changes, upgrades to tool sets with no downtime or impact to production network
• Develop an efficient architecture for SSL decryption
• Use metadata for threat prioritization and response
• Identify 3,000+ common and proprietary applications using deep packet inspection

Features and Benefits
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